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DevOps Sixlie} OjH

HESAAE AR (EELE AD) HESA XNE 202 A2 (2EE AF)

Global DevOps Market N-iX
Size, by component, 2023-2032 (USD billion)

Sources: Market.us

M soution M Services Global DevOps Market 2024-2033 (By Industry Vertical)

2023 B T & Telecom MMM BFS| NEEEEN Retzil MMM Public Sector Manufacturing

I Healthcare | Others

60 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033

2024

2025

2026

2027

2028

2029

2030

2031

2032

20.5% $57.3B

The market will grow - 3 t
at 2 CAGR of 20.5% The forecasted market size for

2032in USD

A2 £X : https://www.n-ix.com/devops-trends/ A2 EAX https://www.custommarketinsights.com/report/devops-market/
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1. BYO DevOps
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2. BIC DevOps
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Digital duct tape
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4. DevOps Platform

DE C1SS SHtoll

0|RE

- HC} W2ty 8hE =7 (Faster Cycle Times)
=9 7+ 3} (Revenue Acceleration)
2 ¥ (High Collaboration)
=l 22t (Improved Security)
Zt A (Fewer Errors)

Single DevOps
Platform

A single application
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01BYO DevOps 02 BIC DevOps 03 DIY DevOps 04 DevOps Platform
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Fragmented Toolchain

W ETETe[=]

=

Secure

100s of Point Solutions Stunted Innovation
High Error Rates Long Cycle Times
Bloated Tool Chain

& Single Application

Manage

Secure

Consolidation of SW Pipeline Cost Reduction
Increased Velocity One Data Model

Low Error Rate



https://sweplateer.atlassian.net/wiki/spaces/IS/pages/1049755705/GitLab
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— ©® Single DevSecOps Platform

Product Manager Developers Developers  Security Pros  Security Pros Operators Platform
Designers Engineers

Platform
Engineers

Security Pros Compliance Pros
R&D Exec

Single DevSecOps Platform
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Product Manager Developers Developers Developers Developers Developers Operations
Designers Security Pros  Security Pros Operators Platform

Platform Engineers
Engineers

Platform
Engineers

splunk>

Security Pros Compliance Pros
Platform R&D Exec
Engineers

\— & Point Solutions
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sitLab recognize SSEEENED)

2024 Gartner®
Magic Quadrant™ for

DevOps Platf
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ABILITY TO EXECUT!

COMPLETENESS OF VISION

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of May 2024 Gartner, Inc

Gartner
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Plan

Value stream
management

Design
management
Portfolio
management

Team planning

Planning
analytics
Requirements
management

Quality
management

DORA metrics

DevOps report
S

GitLab HIZ 25

Create

GitLab CLI

Web IDE
Pages

Wiki

Code review
workflow

Source code
management

Remote
development

Review apps

Merge trains

Code testing a
nd coverage
Continuous int
egration (CI)
Secrets
management

™90l DevSecOps SSHEQIL|LCY.

Secure

Container
scanning

Dependency
scanning

Fuzz testing
API Security
DAST

Secret detection

SAST

Software compos

ition analysis

Code quality

License complian

ce

Package

Dependency
proxy

Helm chart
registry
Container
registry
Package
registry

Deploy

Environment
management

Release ;
orchestration

Feature flags

Continuous
delivery (CD)
Infrastructure
as code

Auto DevOps

Deployment
management

Feature maturity key: Ultimate

Monitor

Service desk

Incident
management
On-call schedu
le management

Error tracking

Govern

Software bill
of materials

Dependency
Management
Vulnerability
Management
Compliance
Management

Audit Events

Security policy
management

Release
Evidence
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Parent_epic ‘

) e [P ———
]
L} .
contains contains I @ Prennal [y yamsnre s lsues merge requests & £ 3
"
< o r—— [P ———
Issuel ‘ Child_epic ‘ ©
‘ c Ry — ues-Mergeroquess % & 3
@
contains contains related o
| oD Ry — [FRRTE————
®
i =
‘ Task blocked by ‘ Issue2 ‘ a [ sccumesation L SRp—— lsues-Mergerequests & & 3
*
; H high’ Fersana { My awesame sote Issues - Merge requests g &
blocking ; blocked by ; o iy o —
" \q ¥ o — " - Margereuasts % 2§
‘ Key Result ‘ Objective
[ ) Ry — [FRRRT————
»
o . P
Organization Work Breakdown (2 22 E) Tracking (=8
4KXI 3 Thsquarter ~ | Alepics v | B v | Search o fiter rasubs al sidie - b
B A o
pos o . o P sene
o Wilagroes @

Issues, roll-up from Sub
Groups and Projects;
eg. Release*

“ usinySnginasring Degarimant s

Sub Epic (Feature)

Coordination
Ajiqesaes)

Issues, single Project(s); Project
eg., Sprint* Milestone
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1) Free 2) Ultimate Rcore “Investigate vamorability: Hardeoded constant database paseword"
(71280 AA AL | ‘18 A EE 2 e
712 ¥ IDE -5 HoF HAF
JIEFE LR VIS - DevOps Adoption 2 1A
QI ZZME S AR B XY - ZEL0|¢ A mo|Z2tol
(issue / MR template) * “
3) Premium R e e
-AE ALH 22| (Code Owner) - [ Revoke appovat | Reuies 4 aparoval from Cale Owners. Approved by you snd thers @) @)
[543 EZ2 (MR Approval Rules)

H&E| gaik| 27| v i 238600QELTO e oo B
- T CI/CD 7S e 30609360 SO
Pull 718 XE A O)124E e 90508360 ooft @
-QIE{ZRL0| X 7RO AE 2% e Y T XY XY T X T
-1 BM 7|5 (Elastic Search) corsrsn @ QSO DI OO ot @

-Push Rules


https://about.gitlab.com/features/by-paid-tier/
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ATE0 el 3o THAIS KIZsHH, 7HZALS

Ol Al 2tH

Pipeline

Needs Jobs 142 Failed Jobs 1 Tests 160956 Security Licenses 23

Found 10488 code quality issues
This report contains all Code Quality issues in the source branch.

*

Critical - Consider simplifying this complex logical expression.

in scripts/frontend/stylelint/stylelint-utils.js:15

Critical - Consider simplifying this complex logical expression.

in ipts/pr _dropdown.js:248

Critical - CSRF vulnerability in OmniAuth's request phase
in Gemfile.lock:810

Major - Function "buildConfig" has 7 return statements (exceeds 4 allowed).
in workhorse/main.go:67

Major - Function “run’ has 8 return statements (exceeds 4 allowed).
in workhorse/main.go:152

Code Quality

e o e~
AL HAS B4t

DevOps Adoption

Overview Dav  Sec  Cps

£ Qverall agaption

A or remove subgrougs

Adoption over time

AT T—

— Doy Aoy d Maxd = So A A8 Mawd o Ops MM 3

Search

What are you snarching for?

Q display bug

Stata

Contdentiaty

ary Dstatrames we

o Bug: Project Images area displayed

1 display

play bug for pandas datatrames wi

sstayed

1 notebook outpusting a

peated daplay 1 day

updated
o

0| orabon

ouble inderes

Infupyter notetiocks can be

dsplay

athbcard 1 zo

ormectly In a8 ocations e some peojects

Proect
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1) Free 2) Ultimate GitLab Auto DevOps

71291 CI/CD Tf0| Z2}Q! -T2 HOLHAE E7 et . T —
7|2 SEHAE I EH FHA - E|oFE 2ha| THAIRE B e N ’
7|2 5ot AZH THK AER B4 o—>8 o
3) Premium
- Q|2 & AR 9 GitHub 4 CI/CD Ommosts O auoren ©-0-0~
CEAJ{o| IEAE 0|0l HE © Auto Deploy © Auto Monitor plestine e
- AEA DZME OIE|WE O|E 4 ¥
CHAIO Y A HAE avioa ot e 5 ot
25 S HAE suid Tost posttest Downstream
.92 3¢ HW{3IX| EOJH @ ruicie O @ rsiet O () dounsies. Qrmmm.
. BixI E291 715 i
-Instance/Group Template wrs @m0

@ viger-pie...
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CI/CD Analytics
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OHEZIAI0|M HOLHIAEE E60 7HE £710|M 2OFS Zotot= 71s Mla

F2 7ls &Ll OIAl 2t
1) Free e o e e s
- SAST (Static Application Security Testing) 7|2 Azt ( - L =~ h” - : ~
- Secret Detection (AAZE L TIZFE EHX]) Cy— % N
'CH22E 7Hsot JSON #Al2| Hot B 1A L
L QEAA HNT| 7|8 7| AT IS —

2) Ultimate
2 SAST (AFIFY, Wk 7] A7H)

- DAST (Dynamic Application Security Testin —
-ZHIOIH AE & B5E Al
CX|OFE ME| HA|EE & HOUTHA|EE R BN & AR & 22 H ED e

MR AE-R Ho Y

3) Pl’emlum . L Py e
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13 CI/CD IH0| Z2tQl Hot M - o e

HE|AHEES S0t H AE &4 ; ~

-HashiCorp Vault, Azure Key Vault § 2|2 A3 3! 22| A|AR E3F
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OHZ2|AHIO|M HOLHIAEE

Dapendencies &
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[ S — J— fry—

v

v . e

- pessio

(1]

Sovnity + dr | .1 Empon

L3 e oy

.
O|EY 24 21t (SCA)
-

CVE-2019-14697 in musl

Description:
Project:

Identifiers:

Q Selution:

:  registry.gitiab com/adamcohen/conta

MUSINA18-¢3 is affected by CVE-2019-14697
Adam Cohen / container-scanning-autoremediation-demo
CVE-2019-12607

an

:  container_scanning

canning-sutoremediation-demo,
ab77da7419

master:cBC63a08402e08a107de0beBO!

alpine:va.7

:  hUps/eve. mitre.org/cgl-bin/cvename cgi7Tname=CVE-2019-14697

Upgrade mus! from 1.1.18-r3 t0 1.1.18-r4

Create a merge request to impiement this solution, or downioad and apply the patch manually. Learn more

about interacting wit

ecurity reports (2

Cancel iss vuinerabiity | £

SEOI0 JHE F7[0IA E2rS Z2tol= 7S NS

OflAl 2tH

WIP: Feature Branch (to demonstrate MR widgets)

Overview 1 Commits § Plpalnes 16 Changes & /1 theead resalved

feature-branch & intomaster
[y Peauestto merge feature-branch G into nas CpaninWeb IDE  Cheek out branch & =
The sourcs branch fs 7 commits bahind the

Branch

(~) Pipeline #98341243 passed for 4423541 on feature-branch (v
&~ ecuires approve from Vulneraity-Check.
30 View il asprovers
(@) Secunty scanning cetected 24 new, anc 4 cimissed tor the port 2 || Expend
=5

(D Uicansa Compliancs datectad 2 naw licansas; approval requied @ Managa llcenses  View fullreport 12 Expand

2Ot 2|FHO0l S ZEIX| &2 MR2 HX| =7t

B coovnt e scoty @ Fern et [Mokamennt | -
Add View Notes Feature

Ovrview 0

Pgeines 11 Changer &

Secusiy ssanring detectod 28 poterial vuinerablities 1
tcuRy gl B, BB SR BT A

igh and 2 Onbars

e sy £ Viow il vt || Callapon

() SAST H1bcIod 8 peetil wiowcsbiins 1 Crcal 1 High w8 40sbmrs @

® Criealaws A key

pomre inDisngo
® Hignunconeroled wemory Consumericn i Oangs
® igheniacf servce in Flask

® Highimaroper gt Valikon i Fask

# High Sendior Excape i dnis2

B Contan scaving dcectod 3 porartil vnaraias 0 crves 2gn w05 16w @

2ot FoFE S MROIM HtZ =0l 7ts
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AZLEQC OIEIMES

Q7|

olr
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1) Free

712 7RI HIRIAEE| 7|s

-npm, Maven, PyPl & £ {7 |X| OjL|IA K|
- ZHI0IH MIXIAEZ| 712 7|s

2) Ultimate

25t (Dependency Firewall)
AFH S 2t

ZI0|A mHo| Il

0t 3 2Hal

).
0 ox
I3

Fooe D o
OH MH 19 I

3) Premium

- 0| HIKIAEZ| XI2|HE 2/l s
- GitLab GEOEZ E6H X

-Helm Chart lIXKIAEZ| 15 7|s
-7 (K ML OHE

QR N2 AS

Package type

Composer

Conan

Debian

Generic packages

Go

Helm

Maven

npm

NuGet

PyPI

Ruby gems

Ol Al 2tH

Status

Beta

Experiment
Experiment
Generally available
Experiment

Beta

Generally available
Generally available
Generally available
Generally available

Experiment
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2T EQ0] OFE|HES AH6HA| X Eot ti Eol= 3y 71 MS

Vulnerability Report & o o. om e ces

S spells 101 ¥ Irstance Name > Group Name 3 Project > Modsl Registry 3 Model nan

Gantaines gy winerssties &
@ Profect information

Model name
121 it g0

S— ——— sty b g i @ Fopanitory
D fssuss 1 .
o crmcu - van wasum Lo ° © unknomm 19 Megrquests 458
3 o o o 0 0 = Requiements Detalls  Otnor varsions 2
€ circo
@ Deployments History

@ Security & compliance.
Modiel name version 12,1 wass cresled n May 29, 2020 at 11:43am
[re— " actiity @ Monior

@ iastructure May 29, 2020 at 7 icalt Meria

) Packages & Registries
Modsl Registry

Containar Ragisiry

Indemructure Fagheiy Name sirs Croatsd

et Anayics

v [3 Henamens a7Ka manth ago
0 wi ! e

SEE TA 0l0[X|ofl CHeE 2ot H A Zut ZHE TY7|K| MEA Q|0 ML ZEIE 217

= —

Code Commit Code Buid Registry
Commint (source) p Push
o’ Change d ) Code Pipeline Webhook o ‘& Imu:ge o Q o ‘_
=n V Vol -
4 3
Update Manifest i
¥
Code Commit ArgoCD EKS

Deploy
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Create compliance
framework labels to
enforce Cl and scan jobs

Edit compliance framework

Name

| Hipea

Description

| Anplies to projects where HIPPA compliance is required

Compliance pipeline configuration (optional)

I compliance-pipeline.gilab-ciymi@test-group/compliance-framework-demojcompliance-project

Required format: path/file.ylalml@group-name/project-nane

Learn more.

Background color

. #9400d3

Enter any color or choose one of the suggested colors below,

Save changes

Define required Cl
jobs that
developers cannot
disable

B new.gitlab-ci.yml [} 298Bytes

compliance_required_build_job:
stage: build
script:
- echo "Performing compliance build steps"

compliance_required_test_job:
stage: test
script:
- echo "Performing compliance test steps"

include:
project: '$CI_PROJECT_PATH'
file: '$CI_PROJECT_CONFIG_PATH'
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 HANDWRITTEN-DIGIT-RECOG...
q : x1 ot & .gitlab-ciyml
L— h

@& Dockerfile

« mip.png

E MNIST.ipynb
README.md

-I:’— %6H 7HHEF7:|'9-| §§’Sﬂf —)—‘:—E 6&,':}(\3'- requirements.txt

% train_digit_recognizer.py

Fd2 Edli C++, C#, C, Go, Google SQL, Java,
JavaScript, Kotlin, Markdown, PHP, Python, Ruby,
Rust, Scala, Swift, TypeScript & 25+ 210{ X[

el X|l: Google Cloud CLI,
Kubernetes 2lAA BE(KRM), Terraform

IDE X|2!: VS Code, GitLab WebIDE, MS Visual
Studio, Jetbrains 7|8t IDE, Neovim, Android Studio

@ train_digit_recognizer.py
import keras
from keras.datasets import mnist
from keras.models import Sequential
from keras.layers import Dense, Dropout, Flatten
from keras.layers import Conv2D, MaxPooling2D
from keras import backend as }1

# the data, split between train and test sets
print(x_train.shape, y_train.shape)

x_train = x_train.reshape(x_train.shape[0], 28, 28, 1)
x_test = x_test.reshape(x_test.shape[0], 28, 28, 1)
input_shape = (28, 28, 1)

# convert class vectors to binary class matrices
y_train = keras.utils.to_categorical(y_train, 10)
y_test =

x_train = x_train.astype('float32')
x_test = x_test.astype('float32')
x_train /= 255
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To test the regular expression pattern for
email validation, we can use Python's built-
in re module and the unittest module for
writing test cases. Here's an example of
how you can write tests for the given email
regex pattern:

import re
import unittest

class TestEmailRegex(unittest.TestCase
def setUp(self):
self.email_pattern = re.compil

def test_valid_emails(self):

valid_emails = [
‘examplegexample.con’',
' fohn. doe@company. co.uk',
‘jane_smith@university.edu
‘user123@nail.example.org*
*infogexample. co.in'

1

for email in valid_emails:
self.assertIsNotNone(self.

def test_invalid_emails(self):
invalid_emails = [
‘examplegexanple’,
*john.doe@company. *,
'jane_smith@university',

regex pattern for an emai

email =

(

'l Create MR

Go to Definition

Go to Declaration
Go to Type Definition
Go to References
Peek

Open Changes
Open on Remote (Web)

File Annotations
File Histary

Cut

Copy

Copy As

Paste

Spelling

Run in Interactive Window

Run Python

GitLab Duo Chat Explain selected code
Command Palette... Generate Tests
Refactor

Spaces:4 UTF-8 LF {J Python 3.10.9 64-bit

/ Spell




Self Managed

$ docker login p "$CI_REGISTRY_PASSWORD® $CI_REGISTRY
WARNING! Using --password via the CLI is insecure. Use --password-stdin
WARNING! Your password will be stored unencrypted in /root/.docker/config.json
Configure a credential helper to remove this warning. See
httes://docs. docker.
Login Succeeded

$ echo "Building D

ine/\ ial-stores
Building Docker image

$ docker build -t SIMAGE_TAG

#0 building with “default” instance using docker driver

#1 [internal] load build definition from Dockerfile

#1 transferring dockerfile: 6938 done

#1 DONE 6.6s

#2 [internal] load metadata for docker.io/library/python:3.9-slin-2

#2 ERROR: docker.io/Library/python:3.9-slia-2: not found

E [;;\urn.\l 1oad metadata for docker.io/library/python:3.9-slin-2:
boskertite:2

# Use the officisl Python image from the Docker Hub
>>> FROM python:3.9-slin-2

# Set the working directory in the container

ERROR

failed to solve: python:3.9-slin-2: failed to resolve source metadata for docker.io/library/python:3.9-slin-2: doc!
1brary/python:3.9-slin-2: not found

GitLab Duo Chat

python

9

suin
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80215951 © GitLab Duo Chat
iage Detected - 1year ago in pipelin Status  Needs triage ~ © Resolve with Al @GS

A user should be specified in the dockerfile, otherwise the image will run as root
Description

The 'Dockerfile' does not contain any 'USER' instruction

Severity: @ Critical

Project: GitLab.org /

Tool: SAST

Scanner: kics

Location
File: Do le:1
FROM nvcr.io/nvidia/cuda:12.1.1-base-ubuntu22.04

Identifiers
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Magic Quadrant
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» DevSecOps (E9t 23}
- GitLab Security Features in Ultimate Edition
e GitOps U MH QlZa}
- GitLab + Terraform integration and more
o TE| E2tRE A o10[EE|E F2RE HEf
- GitLab + AWS/GCP/Azure Integration
« S AIX|LIOIY
GitLab is the most enhanced DevOps Platform — Gartner Magic Quadrant 2024

A3
o 2t 715d (Observability)
- GltLab + Prometheus + Grafana

o SIX| EFEE1 0T DevOps
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